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SMART on FHIR:
Unleashing the Power of Health Data

SMART ON FHIR
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https://techvariable.com/blogs/smart-on-fhir/
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Scena I‘IO A hospital implements a remote patient SOIUtlon . Import patient mobile applications with

management program for elderly. This hospital uses Epic's edge computing Al/ML capabilities.
electronic medical record system.

Providers run the cloud application through a web browser to
view all patient fall risks, data trends, and more.

PrOblemS . Healthcare providers need to switch between the Epic EHR and this

standalone web-based software. Different applications require independent login
permissions
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It was originally developed in 2010 by Harvard Medical School and Boston Children's
Hospital.

SMART® + In2010, with the help of federal funding, SMART grew into the platform it is today,
currently used by Microsoft Azure and Apple.

v’ Before FHIR was ignited, SMART launched an interoperability application

v The goal is to build a platform that allows medical applications to be developed once and run without
modification on HIS in different healthcare institutions.

v' In addition to healthcare providers, SMART is available to patients.

v U.S. veterans can access their health records using Apple's SMART on FHIR health app.

v' SMART is an open-source, standards-based API that leverages the OAuth 2.0 standard to provide secure,
universal access to EHRs




:g% B £ g F =6 SMART (Substitutable Medical Applications and Reusable Technologies)

Ministrv of Health and Welfare

SMART and FHIR represent an open, standardized and practical approach

v’ Applications have their own proprietary databases, data v~ SMART on FHIR allows various applications to exist on the

models, and interfaces - same infrastructure and the same data model (FHIR) °
v’ If applications become outdated or out of maintenance, v FHIR provides a set of models to standardize EHR or other clinical
data becomes data silos ° data, and SMART standardizes the process for third-party

applications °
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SMART improves healthcare interoperability

 Most EHR databases use proprietary APIs

Tech companies must create custom connections to each database to access medical data.

SMART provides a standard common API for accessing EHRs
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SMART improves healthcare interoperability in the same way standard electrical sockets and plugs
simplify the process of powering different devices in your home.
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« 21st Century Cures Act
— Called for the adoption of a universal API

— Securely and easily access structured electronic health information using smartphone
applications.”

« The Office of the National Coordinator for Health Information Technology’ s (ONC’ s)
— Final Rule on Interoperability (published in 2020) later named SMART as that universal API -
— For ONC-certified health IT (primarily government applications) -

« The Centers For Medicare and Medicaid Services (CMS):

— SMART on FHIR is named as the preferred technical standard for doing so
— Meaning any health system that accepts Medicare or Medicaid must also adopt SMART. -
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Select application type

(v

Applications for providers or
patients

v" mobile application

v' web application
v Run within an existing clinical
K application or as a standalone

~

application
Software Libraries for Developers

Microsoft

NET

‘p

Steps to Build a SMART on FHIR App (1)

Security verification

d“ OpenlD Connect

u
0l &

) OAuth 2.0
~

here is also no need to enter a
password in the third-party
solution, since authorization is
done through their EHR system.

-
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Test with the SMART Sandbox

Public Sandboxes for Testing
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For all SMART on FHIR developers, it is
recommended to use the SMART
sandbox to test the functionality of the
application.
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Deploy and add to App Store

ﬁAfter the application is test(m

it can be deployed to the
server or through the app
store for doctors or patients to
download and use.

v'The App Gallery is similar to a
mobile store, providing
information about app

descriptions, requirements,
\and testing apps. /

Steps to Build a SMART on FHIR App (Il)

MsMART® App Gallery Add New Listing  Your Listings

Your Listings

ITRI Continuous Glucose Monitoring
ITRI

A test of Continuous Glucose Monitoring

0S: Web Designed for: Clinicians

SUBMITTED

Search

View
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VA SEND ACCESS —
[ r \ \ 1 TOKEN
| \ | LAUNCH —— SMART ON FHIR APP FHIR SERVER
\ |_, ¥ ?
\%_ / «— PROVIDE ACCESS ——
— TO CLINICAL DATA
USER
2 3 4 b
REQUEST GRANT EXCHANGE VALIDATE TOKEN
AUTHORIZATION AUTHORIZATION AUTHORIZATION TOKEN
l TOKEN FOR ACCESS TOKEN

AUTHORIZATION SERVER

https://kodjin.com/blog/smart-on-fhir-facilitating-healthcare-interoperability/
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Identity verification

Access FHIR server »

Back to the app’s website
Output
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= WY L

COMQAIP‘JTS 5’“" R 1 PRESCRIPTION La u n C h Re S u It 0 u t p u t
— T eRINTOUT

Example : FHIR Resources

Patient is >=35 years old AND <=70 years old

AND Patient
BMI >=25kg/m2 (MOST RECENT VALUE)

Observation

Example :
Pregnancy (active)

OR
\\pregnancy observation within the past 42 weeks /

CQL =» SMART APP

Condition
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M SMART Launcher

App Launch Options Client Registration & Validation

Launch Type

Provider EHR Launch v
Practitioner opens the app from within an EHR
FHIR Version Simulated Error

R4 v None v

Select what FHIR version your app should Force the server to throw certain type of error
work with (useful for manual testing).

Misc. Options

(] Simulate launch within the EHR Ul (launch within an iFrame)

® App's Launch URL

https://cgm.mohw.bdlai.org/launch

Example : Using SMART APP to execute CQL (Demo Video)

Patient(s)
52e3c4a6-6789-439b-80b0-a9b12d9d3491,a9e50d5b-ed0f-4dce-b0cc-5078fa6 (4

Simulates the active patient in EHR when app is launched. If no Patient ID is entered or if multiple
comma delimited IDs are specified, a patient picker will be displayed as part of the launch flow.

Provider(s)
Provider ID(s)

Simulates user who is launching the app. If no provider is selected, or if muitiple comma delimited
Practitioner IDs are specified, a login screen will be displayed as part of the launch flow.

Encounter

Select the most recent encounter if available v

How to select the current Encounter

Launch Sample App

Full url of the page in your app that will initialize the SMART session (often the path to a launch.html file or endpoint)

Please report any issues you encounter to the SMART Community Forum or submit an issue or PR at GitHub.

Version: 2.0.1 Commit: aa0f3b1f86c2a62a00aae721e0d6a548ade 18061

12
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FHIR APl Specifications [E:VIsWNJ Sl Documentation v Jump To v

My Apps
Sign Up to Access
SMART ECO SYSTEM -
SMART ON FHIR m Epic on FHIR is a free resource for developers who create apps for use by
patients and healthcare organizations.
Authorization | i 3 4 er :
Server i ' -
= All
°
— ®
I j
Testing Sandbox Client Registration Documentation
Test APIs against example data Software registration and client Additional developer support

identifier management documentation

SMART on FHIR can be built through a developer account at fhir.epic.com.
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SMART on FHIR Workshop
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